Other Crowd Control

7.1

ACOUSTIC HAILING DEVICES
Acoustic hailing devices are also known as ‘sound cannons’, ‘hail and
warn devices’, and ‘loud hailers’.

Key Technical
Features

Acoustic hailing devices are loudspeakers or megaphones that can be
used to either convey voice instructions over a large area, or emit a
loud, high frequency ‘deterrent tone’, which is designed to disperse a
crowd.
Acoustic hailing devices can be free-standing, vehicle-mounted,
embedded in a riot control shield, or body-worn (i.e. over the shoulder
or strapped to the chest).
Certain acoustic devices are designed to target only young people.
These emit a high frequency sound, which is irritating and often
painful to most people under 20, but that is barely audible to older
people.

Human Rights
Concerns

Statements and
Standards from
Human Rights Bodies

Examples of Existing
Controls

Acoustic devices are indiscriminate, as they cannot be used to target
an individual without affecting others nearby.
Use of these weapons carries a risk of permanent hearing damage, ear
drum rupture, and loss of equilibrium or balance.
Council of Europe - Parliamentary Assembly: the use of acoustic hailers
that target young people violates human rights, including the
prohibition of discrimination, the prohibition of torture or other illtreatment, and, depending on the circumstances, also violates the
right of the child to freedom of peaceful assembly. 120
OCHCR: “the indiscriminate use…against a crowd, or against targeted
individuals at a range where the decibel output is likely to cause
permanent hearing damage, would be unlawful.” 121
Some national export control regimes include these weapons on their
list of equipment that requires an export licence.
Manufacture should be controlled.

Proposed Control

Trade and transfer should be controlled.
Use should conform with international human rights standards.

120

Council of Europe - Parliamentary Assembly, “Prohibiting the marketing and use of the “Mosquito” youth
dispersal device”, Recommendation 1930 (2010) Final version, adopted on 25 June 2010, paras. 9-12.
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OHCHR, UN Human Rights Guidance on Less-Lethal Weapons in Law Enforcement, 2020, para. 7.8.5.
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◄ Vehicle-mounted acoustic
hailing device

◄ Free-standing acoustic
hailing device
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7.2

ACTIVE DENIAL SYSTEMS

Key Technical
Features

Active denial systems are a type of directed-energy weapon, designed
to heat the skin with a focused beam of millimetre wave energy.
This weapons technology is currently under development, although
vehicle-mounted models as well as models for indoor use have both
been marketed.
A directed energy beam is silent and invisible, making avoidance of the
weapon difficult or impossible, which could stop people from dispersing
safely, and could lead to panic-driven stampedes.

Human Rights
Concerns

A long exposure to directed energy, especially one at higher power,
could potentially lead to third-degree burns and potentially lifethreatening injuries.
The energy beam can be widened, which can result in dangerous full
body exposure, the targeting of more than one person at a time, or
the targeting of a crowd indiscriminately. This risk is particularly the
case for larger models.

Statements and
Standards from
Human Rights Bodies

OHCHR: “The use of [directed-energy weapons liable to cause serious
injury] is widely considered to violate international human rights law.
They should not be used in law enforcement.” 122

Examples of Existing
Controls

These weapons are not widely used and to the best of Omega’s
knowledge, there are no trade controls on this specific type of weapon.

Proposed Control

Independent and transparent medical and human rights-compliance
testing is required before decision to manufacture, purchase, or use.

122

OHCHR, UN human rights guidance on less-lethal weapons in law enforcement, 2020, para 5.1.
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▲ Active denial system
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7.3

POLICE DOGS
Police use a range of dog breeds in public order policing, including
Belgian Malinois, German Shepherd, and Doberman Pinscher. The dogs
used are generally large, strong, and aggressive.

Key Technical
Features

During a public gathering, police dogs may be used as both a deterrent
and an instrument of force. Specific uses include supporting cordons,
escorting marches, crowd dispersal, or assisting in the arrest or
detention of an individual.
Training practices for dogs vary, and they may be trained to bark on
command, for example, or tackle targeted individuals.

Human Rights
Concerns

The use of these dogs to police protests and control crowds is
problematic, as even a highly-trained dog can attack indiscriminately
and the injuries they can cause may be disproportionate to the threat
posed.
Being attacked by police dogs can be particularly traumatic for the
victim, and can leave lasting mental scars.
Studies have shown that police dogs tend to bite multiple times, often
in the head, neck, upper arms, and chest. 123

Statements and
Standards from
Human Rights Bodies

Examples of Existing
Controls

International Committee of the Red Cross: “the presence of police
dogs at a demonstration is easily perceived by participants as an act of
aggression on the part of law enforcement officials. Furthermore, dogs
do not distinguish between offenders and bystanders; if not kept under
tight control, they may well bite anyone who comes within their
reach.” 124
ODIHR: “the use of dogs may be perceived as intimidating,
provocative, or offensive”, “dogs cannot discriminate between those
who are breaking the law and those who are not”, and “[d]ogs should
not be used for riot control, containment or dispersal.” 125
To the best of Omega’s knowledge, there are no controls on the
transfer of police dogs (other than controls on animal exports).
Training should conform with international human rights standards.

Proposed Control

Trade and transfer should be controlled.
Use should conform with international human rights standards.

See Peter C. Meade, ‘Police and domestic dog bite injuries: What are the differences? What are the
implications about police dog use?’, Injury Extra, Volume 37, Issue 11, 2006, Pages 395-401.
123

124

International Committee of the Red Cross, To serve and protect: Human rights and humanitarian law for

police and security services, 2014, p. 185.
125

OSCE/ODIHR, Human rights handbook on policing assemblies, 2016, p. 72.
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▲ Police Dog © Michael Perekas.

▲ Police dog display © Andrew Campbell.
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7.4

POLICE HORSES

Key Technical
Features

Law enforcement officers deployed on horses are commonly referred
to as ‘mounted police’.
Mounted police are deployed during assemblies to monitor and gather
information, as well as for their deterrent effect, to disperse crowds, or
to create a cordon.
Horses can react unpredictably when frightened or over stimulated,
which may lead to nearby protesters or bystanders being injured.

Human Rights
Concerns

Due to the elevated position of the officer, any use of striking weapons
(batons) by mounted police carries the risk of targeted individuals
being struck on the head, potentially leading to serious injury or death.
Certain groups may be particularly vulnerable when horses are used to
disperse a crowd, particularly those with limited mobility, slow reaction
times, or impaired sight (including persons with disabilities, elderly
persons, children, pregnant people, for example).

Statements and
Standards from
Human Rights Bodies

ODIHR: “there is a risk of serious bodily injury or death if horses are
deployed in inappropriate circumstances, while also noting that their
mere presence could unnecessarily escalate tensions.” 126

Examples of Existing
Controls

To the best of Omega’s knowledge, there are no controls on the
transfer of police horses (other than controls on animal exports).

Proposed Control

Training should conform with international human rights standards
Trade and transfer should be controlled.
Use should be in-line with international human rights standards.

126

OSCE/ODIHR, Handbook on Monitoring Freedom of Peaceful Assembly, 2nd edition, 2020, p. 72.
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▲ Horses trained for use in crowd management © Stuart Grout
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7.5

BARBED OR RAZOR WIRE BARRIERS OR
FENCES

Key Technical
Features

Human Rights
Concerns

Fencing or other type of barrier, which has sharp wire fixed
perpendicular to the main body. The barrier is often coiled for
transport, and can then be deployed quickly.

The use of barriers that have an offensive function beyond the primary
purpose of restricting access or movement, such as barbed wire, razor
wire, or any other spiked barrier, is disproportionate and unnecessary
in a crowd control setting, and should be prohibited.
This use of type of barrier as a form of crowd control creates an
ongoing, indiscriminate, and uncontrollable risk of unintentional or
disproportionate injury.

Statements and
Standards from
Human Rights Bodies

OHCHR: “Physical barriers should never be such as to pose a risk to
safety. Barbed wire, razor wire or other spiked barriers typically create
an undue risk of injury to participants in an assembly. Where a barrier
is needed, safer alternatives should be employed”. 127

Examples of Existing
Controls

The EU may prohibit the export of this equipment under its sanction
regime when the objective of the sanctions is to prevent the export of
equipment that might be used for internal repression in the destination
state.
Manufacture should be controlled.

Proposed Control

Trade and transfer should be controlled.
Prohibited for use in crowd control.

127

OHCHR, UN Human Rights Guidance on Less-Lethal Weapons in Law Enforcement, 2020, para. 6.3.5.
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▲ Rapid deployment razor wire
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7.6

ELECTRIC FENCES OR BARRIERS

Key Technical
Features

Human Rights
Concerns

Fencing or other type of barrier that can deliver an electric shock when
touched.
There are various makes and types of electric barriers or fences. Some
can deliver shocks that are potentially injurious or even fatal, and
others may deliver painful but not injurious shocks.
The use of barriers that have an offensive function beyond the primary
purpose of restricting access or movement, such as electric fencing or
barrier, is disproportionate and unnecessary in a crowd control setting,
and should be prohibited.
This type of barrier creates an ongoing, indiscriminate, and
uncontrollable risk of unintentional or disproportionate injury.

Statements and
Standards from
Human Rights Bodies

To the best of Omega’s knowledge, there are no statements or
standards from human rights bodies on this equipment.

Examples of Existing
Controls

To the best of Omega’s knowledge, there are no trade controls on this
type of equipment.
Manufacture should be controlled.

Proposed Control

Trade and transfer should be controlled.
Prohibited for use in crowd control.

127

Visual guide to law enforcement and security equipment

▲ Fixed perimeter electric fences
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7.7

BLINDING LASERS

Key Technical
Features

Human Rights
Concerns

Statements and
Standards from
Human Rights Bodies

Examples of Existing
Controls

Blinding lasers can be rifle-shaped with bipods and picatinny rail,
shaped like a baton, or designed to be attached as accessories to small
arms or light weapons.
These weapons are specifically designed to be used to cause
permanent blindness or severe damage to vision.
Blinding lasers can cause permanent loss or damage to vision, blurred
vision, sensitivity to light, and headaches.
Owing to the recent and ongoing development of these weapons, as of
2021, there has either been a lack of testing of blinding lasers, or a
lack of reporting on any testing that has taken place.
Convention on Certain Conventional Weapons: blinding weapons are
“excessively injurious”. 128
OHCHR: “The use of [blinding lasers] is widely considered to violate
international human rights law. They should not be used in law
enforcement” 129
Blinding lasers are prohibited under Protocol IV of the Convention on
Certain Conventional Weapons.
Manufacture should be prohibited.

Proposed Control

Transfer should be prohibited.
Use should be prohibited.

UN, Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May be
Deemed to be Excessively Injurious or to Have Indiscriminate Effects, (As Amended on 21 December 2001), 10
128

October 1980, 1342 UNTS 137, Protocol IV.
129

OHCHR, UN Human rights guidance on less-lethal weapons in law enforcement, 2020, para 5.1.
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▲ Rifle-shaped blinding laser
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7.8

DAZZLING LASERS
Dazzling lasers are optical weapons or ocular disruption devices, which
normally include a laser or LEDs. These weapons are intended to cause
temporary loss of vision, but no long-term damage to the eyes.

Key Technical
Features

Most contemporary dazzling systems operate in either the red or green
areas of the electromagnetic spectrum.
Some products can “dazzle” suspects from up to 1000m in daylight,
and up to 3000m at night.
Dazzling laser weapons can be rifle-shaped with bipods and picatinny
rail, shaped like a baton, or designed to be attached as accessories to
small arms or light weapons.

Human Rights
Concerns

Use of dazzling lasers may cause permanent loss or damage to vision,
blurred vision, sensitivity to light, and headaches. Secondary injuries
from falls, for example, may also occur as a result of the use of
dazzling lasers to cause temporary loss of vision.
As of 2021, there has either been a lack of testing done on dazzling
lasers, or a lack of reporting on that testing.

Statements and
Standards from
Human Rights Bodies

OHCHR: dazzling weapons should not be used “with intent to blind or
where permanent blindness is the likely outcome.” 130

Examples of Existing
Controls

To the best of Omega’s knowledge, there are no controls on the
transfer of this equipment.
Manufacture should be controlled.

Proposed Control

Trade and transfer should be controlled.
Use should be in-line with international human rights norms.

130

OHCHR, UN human rights guidance on less-lethal weapons in law enforcement, para 7.6.4.
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▲ Baton-shaped dazzling laser

◄ Rifle-shaped dazzling laser

▲ Dazzling laser for mounting on a weapon.
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7.9

SHIELDS

Key Technical
Features

Shield design varies, and can be round, rectangular, or square.
Convex or flat models are most often used for policing public
gatherings.
Concave rectangular models are most often used in places of detention
for cell extractions.
Shields are often transparent or contain a transparent window to
facilitate officer visual awareness.

Human Rights
Concerns

If a shield is used offensively shield strikes to the vulnerable areas
such as the head or neck can increase the risk of serious injury or
death.

Statements and
Standards from
Human Rights Bodies

ODIHR: “Care should be taken not to use the edge of the shield
offensively, as this can cause serious injuries, especially with strikes to
the head or neck area, which may be lethal.” 131

Examples of Existing
Controls

The US CCL controls the export of this equipment.

Proposed Control

Manufacture should be controlled.
Trade and transfer should be controlled.
Use should conform with international human rights standards.

131

OSCE/ODIHR, Human Rights Handbook on Policing Assemblies, 2016, p. 76
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▲ Transparent shield

▲ Shield with transparent window

▲ Crowd control training with shields
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7.10

STUN GRENADES (FLASHBANG,
DISTRACTION DEVICES)

Key Technical
Features

Explosive charge from a stun grenade causes a loud bang (approx. 160
- 180 decibels) and as well as a near simultaneous bright flash of light.
Combined, these are designed to cause temporary blindness and loss
of hearing. This disorientation can cause individuals to panic.
Some types of stun grenades also disperse chemical irritant.
A range of calibre and types of models are available, which can be
hand-thrown or rifle-fired.
Parts of the grenade may become shrapnel when it explodes.
There Use of stun grenades can cause is a risk of long-term damage to
hearing or sight following the use of stun grenades, due to loud noise
and bright flash of light.

Human Rights
Concerns

Stun grenades can cause serious injury or death if thrown directly at
an individual.
Shrapnel from the explosion of the grenade may cause injuries.
Their use can cause panic-driven stampedes.
OHCHR: “[t]he use of pyrotechnic flash-bang grenades directly against
a person would be unlawful”. 132

Statements and
Standards from
Human Rights Bodies

Special Rapporteur on Torture: “disorientation devices” are “[w]eapons
that might not be inherently cruel, inhuman or degrading [but] may
nonetheless carry significant risks of being used in a manner contrary
to the prohibition of torture and cruel, inhuman or degrading treatment
or punishment, thus placing particular emphasis on the requirement of
precautions.” 133

Examples of Existing
Controls

Some national export control regimes include these weapons on their
list of equipment that requires an export licence.
Manufacture should be controlled.

Proposed Control

132

Trade and transfer should be controlled.
The use of stun grenades should be prohibited as a method of crowd
dispersal.

OHCHR, UN human rights guidance on less-lethal weapons in law enforcement, 2020, para. 6.1.4.

UN HRC, Extra-custodial use of force and the prohibition of torture and other cruel, inhuman or degrading
treatment or punishment : note / by the Secretary-General, 2017, paras. 52-53.
133
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▲ Hand-thrown stun grenades

▲ Landmine-style stun grenades
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7.11

WATER CANNON
A high-pressure system that shoots jets of water, often mixed with
chemical irritants or dye, over dozens of metres.

Key Technical
Features

Water cannon are often mounted on crowd control vehicles, but they
can also be mounted on buildings or carried as a backpack.
Water cannon are used to disperse crowds, keep crowds at a distance,
and support police cordons.
The power of the water jet can knock a person over, push people into
fixed objects, or pick up loose objects and propel them as missiles.

Human Rights
Concerns

When water cannon contain a mixture of water and chemical irritants,
it impossible to deliver accurate and targeted doses of the irritant. As
such, they are indiscriminate and potentially harmful.
In the context of a public gathering, any use of water cannon will
affect all people in the vicinity, creating a high likelihood of affecting
bystanders. Even when targeting those engaged in criminal activity,
use of water cannon risks causing them disproportionate harm.
The use of water cannon at sub-zero temperatures can cause
hypothermia and frostbite.

Statements and
Standards from
Human Rights Bodies

UNODC and OHCHR: “A water cannon should not be used
indiscriminately against a crowd ... Water cannons should not be used
against anyone who is unable to move, for example protesters who
have locked themselves on a fence, older persons, injured persons or
persons with disabilities, children and individuals at elevated height.” 134
ODIHR: recommendations on the use of water cannons include,
“[They] should never be used to disperse a peaceful assembly” and
“The presence of a water cannon can be seen as intimidating or as a
provocation by the participants in the assembly” 135
The US CCL controls the export of this equipment.

Examples of Existing
Controls

The EU may prohibit the export of this vehicle under its sanction
regime when the objective of the sanctions is to prevent the export of
equipment that might be used for internal repression.
Depending on specification, some countries also control the export of
the crowd control vehicles on which water cannon are mounted.
Manufacture should be controlled.

Proposed Control

Trade and transfer should be controlled.
Use should conform with international human rights standards.
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UNODC and OHCHR, Resource book on the use of force and firearms in law enforcement, 2017, p. 90.
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OSCE/ODIHR, Human rights handbook on policing assemblies, 2016, pp. 77-78.
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◄ Water cannon mounted on
large crowd control vehicle

◄ Water cannon mounted on
small crowd control vehicle
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